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Abstract

This research explores the relationship between abstract algebra and modern
cryptography. It defines key terms, beginning with the concept of abstract algebra
and its evolution from traditional mathematics. It also examines the underlying
concepts of groups, rings, and fields, which are the main components of modern

cryptography.

Furthermore, the research presents a balanced and coherent perspective,
combining theoretical analysis, which traces the early development of the
structural dimensions of numbers, particularly in real and complex numbers,
employing both analytical and deductive methods, with practical application.

The research integrates theoretical and practical aspects, offering a practical
framework that connects abstract algebra with cryptography. This framework
provides the reader with a dynamic understanding of how algorithms operate
within abstract algebraic structures. Algorithms transform messages using
specific mathematical operations. The research also provides a simplified
explanation of practical cryptography mechanisms (algorithms), their role in
information security, and their early development. The research concluded that
algorithms are closely related to mathematical structures represented in algebraic
structures, and therefore, they are their practical application, in addition to the
multiplicity of encryption mechanisms recently developed.

Keywords: Abstract Algebra- Cryptography- Group- Ring- Finite Field- RSA-
ECC
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