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Abstract: HEC

The main objective of this research is to identify the
social effects of cyber extortion in the school
environment. The sub-objectives are: to determine
the prevalence of cyber extortion among secondary
school students at Ain Zara School; to identify the
most prominent forms and methods of cyber
extortion to which students are exposed; to identify
and monitor the social repercussions of students'
exposure to cyber extortion; to study the impact of
cyber extortion on students' family, social, and
school relationships; to identify the main factors that
prevent students from reporting cases of cyber
extortion; and to understand the role of the family
and school in mitigating the social effects of cyber
extortion. The researcher used the descriptive-
analytical method. To collect data, a questionnaire
was used, and a sample was drawn from secondary
school students at Ain Zara School, which had a total
of 519 students. A 10% sample of 50 students was
selected randomly. The results of the research
showed that the age group was 16 to under 17 years
old. (54%), (school level) (first year of secondary
school) came at a percentage of (38%), (family
socioeconomic status) came at a percentage of
(42%), (type of social media used) came at a
percentage of (22%), while (average usage hours)
came at a percentage of (7 hours or more) at a
percentage of (50 This confirms that cyber extortion
is a widespread phenomenon among high school
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students, to varying degrees. The results also showed
that the increased use of smartphones and social
media platforms has contributed to an increased
likelihood of exposure to this type of cybercrime.
The results revealed that the most common methods
of extortion include extortion by exposing personal
information, threatening to publish personal photos
or videos, extorting the victim through private
conversations, creating fake accounts,
impersonation, and threatening defamation on social
media. The results also showed that social media
applications are the most used means of extortion.
The results showed that cyber extortion leaves
several negative social effects, most notably loss of
trust in others, social isolation, fear of forming social
relationships, and decreased participation in school
activities. The study also found that exposure to
blackmail affects a student's sense of social security
and belonging within her family and school
environment. In light of the findings, the following
recommendations can be formulated: Strengthening
digital awareness programs in secondary schools by
implementing periodic campaigns and workshops on
the dangers of electronic blackmail, ways to prevent
it, and the safe use of social media, and integrating
the concepts of digital security and digital citizenship
into school curricula and activities to raise students'
awareness of electronic risks and how to deal with
them.
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